The validity of computer-entered and computer-generated toxicology data is currently of concern to the quality assurance professional. In order to insure this validity, a suitable quality assurance program must be devised. This program should include (1) maintenance of standard operational procedures for both system maintenance and operation, (2) documentation of program changes, (3) inspection of automated data collection, (4) audit of acquired data, (5) establishment of the data trail, including the use of intermediate printouts and inspection of edit procedures, (6) validation of security procedures, and (7) documentation of system failure.
INTRODUCTION
HE use of computers for the purpose of recording, manipulating, summarizing, and analyzing T data produced during the course of toxicology studies is not new. However, this usage has become so ubiquitous that the validity of computer-entered and computer-generated data must now become a concern of the quality assurance professional.
Like many other individuals involved in the conduct of a standard toxicology study, the quality assurance professional does not usually qualify as a computer expert, nor should he be required to attain that level of expertise. Nevertheless, if he is to guarantee the overall integrity of any given study, he must implement a program that validates and documents that the automated data handling system functions correctly. Most quality assurance professionals are well aware of the fact that the FDA is in the process of developing a uniform inspectional approach to computer systems. Since 1981, FDA field investigators have been offered such courses as "Computer Systems Audit and Automated Manufacturing," and, in a recent issue of the Drug Information Journal, an FDA official declared to industry: "Rest assured that the FDA plans to meet the computer connection."")
The following general program for the validation of computerized toxicology data is offered in the hope that the quality assurance profession will also meet the computer connection.
VALIDATION PROCEDURES
The quality assurance unit must see that standard operational procedures (SOPS) are maintained for the system, that the system is maintained, and that the operation of the system is documented, both in the form of a user's manual and as actual programs. It must also track the changes that are made in the various programs used, make on site audits of data collection and of printouts, and inspect the data trail through intermediate printouts, the edit trail, and the final report. Additionally, the quality assurance unit should validate security procedures and document events of system failure.
Maintenance of Standard Operational Procedures (SOPs)
System Maintenance: Quality assurance review does not imply system maintenance. Rather, it implies documentation of system maintenance. This means that records are checked to see that routine inspection, cleaning, remedial and preventive maintenance, testing, standardization, and calibration have been performed.
The quality assurance documentation of system maintenance can be divided into passive and active procedures. The passive procedure is to describe the maintenance reports and note the person responsible for maintenance and the location of records. For actual maintenance, it is sufficient to refer to the manufacturer's maintenance manual.(*)
The active portion of the quality assurance activity is a simulation inspection, using test data available only to and used only by the quality assurance group. This usually implies requesting that a standard procedure be run in order to document that entry of the same data results in the same answers. This procedure can be significant when major programming changes have occurred.
Systems Operation: Detailed operating instructions, preferably illustrated, are required for use in generation and documentation of data. These instructions are part of the SOP. The quality assurance unit should be familiar with this documentation in order to be able to confirm that procedures were followed during an inspection. The actual computer program is not part of the SOP. This means that the printed code or program, which is written in a computer language, such as Fortran, Pascal, or Basic, is not maintained by the quality assurance unit, although it does review the record maintained by the programmer that documents program changes.
Tracking Changes in Computer Program
In order to track changes made in computer programs, the quality assurance unit should inspect a log book maintained with the system. This log book should contain an index of programs, cited by name, number, or other designation, a description of what each program does, the date it was first used, and any changes made in that program. Changes should be noted by date made, person, and reason for change. An example of the old and new printouts, documenting continued validity of the system, should be available in the logbook.I2'
Inspection of Automated Data Collection
This procedure is basically the same as that used for inspection of hand-recorded data. It is performed onsite and is a check that the operator is correctly following SOPs, in terms of method of data collection, animaI handling, and adherence to the protocol.
A suggested variation of this procedure is a validation inspection, in which the quality assurance unit hand-records observed entries and later documents that these data were correctly handled by the computer. For example, such items as the time of data entry, the actual entry, and the operator code can be validated.
Inspecting Acquired Data
A new quality assurance function is to inspect the printouts generated after data are directly entered into a computer. Printouts should contain certain items that facilitate following the data trail and document that the computer correctly handled the data. The printouts should be examined I22 VALIDATION OF COMPUTERIZED DATA to note that the time, operator code, and correct data are present, as well as that the correct version of the program was used and that the correct statistical analyses were performed. The generated data should be checked to see that they conform with the protocol requirements.
Inspecting the Data Trail
Intermediate Printouts: When inspecting the data trail for generation of tables used in the final report, printouts should again be checked to see that the correct version of the program was used and that the appropriate statistical programs were followed. Intermediate data printouts are helpful. For example, in a statistical analysis, not only the probability level, P less than or equal to 0.05, should be noted, but also the values used to calculate significance level should be available. It is important to check that the correct Plevels are transferred to typed tables. It is also important to know that appropriate algorithms were used in the development of statistical programs. The rounding procedure should be documented. Generated data should be compared with the specific requirements of the protocol. Variation of procedures is frequent in reproductive studies, and it should be documented that all required calculations were performed. In addition, it should be checked that the latest version of the data was used, because, as a result of editing, the available data can change in seconds.
Inspection of the Edit Trail: We consider data sent to the computer as final. In our system, as many as 2 pages of data, for some evaluations, can be reviewed and altered before they are considered appropriate for transmission to the computer. Once in the computer, data can be changed only by editing. The quality assurance unit should document the limited access procedures that must be used for editing. We require not only limited access but also use of an edit request form, which must be approved prior to enacting the change. The old data page, the new data page including the required change, and an edit form generated by the computer are retained as an appendix to the raw data. The edit form documents the old value, the new value, and the reason for the change. It also documents the time the change was made and identifies the person making the change.
Validation of Security Procedures
Because of the value of the equipment and the volume of data available in a single system, it is particularly important that the entire system be kept physically secure. The quality assurance group should be certain that fireproof storage is available for data, that a 2-media system is used, and that discs and tapes are not exposed to magnetic fields or kept in areas where they can be physically damaged from exposure to such factors as dirt, liquid, or temperature fluctuations. The computer itself should be maintained in a dirt-free, air-conditioned, locked room. Power fluxes should be minimized.
In addition to the security of the system itself, the quality assurance group should validate that programs are securedthis means documentation that there are different levels of access and that passwords not only are used but also are changed frequently.
The quality assurance unit should have access to the computer only to run a simulation inspection using quality assurance test data. They should not have access to the data entries themselves.
Documentation of System Failure
Finally, when the inevitable occurs, system failure, the quality assurance unit should inspect a logbook that documents each time the system was down. This logbook contains the last printout, or a copy of the printout, stating the time, location in the program of the crash, and, when possible, the reason for the crash. It should also document the reboot procedure and note the person performing the function and the time performed.
The quality assurance group should also document that a valid self-check occurred during the rebooting procedure by looking for error messages in the reboot printout.
